MeTtoanyecKkue peKOMeHIauumn
Ha Temy: «be3onacHocTs gereit B UnTepHeTe»

JIist TapMOHMYHOIO PAa3BUTHS JIMYHOCTH PEOCHKY HEOOXOJMMO OCBOEHHE
HOBBIX TEXHOJIOTMM, & COOTBETCTBEHHO M 3HAaKOMCTBO ¢ IHTepHeTOM, Kak ¢
r700aIbHBIM HCTOYHUKOM HH(popMaimi. Ho peasbHOCTH TakoBa, 4TO JETU pPEXe
UCTIONB3YIOT MHTEpHeT Kak OMONMMOTEeKY 3HAHUH, a JIeTIaloT yIop Ha UIPhl U OOIIEHHE
B ceTh. VHTEepHET CTal HEOThEMJIEMOM YacThl0 Hamed >Xu3Hu. C MOMOIIBIO
BCEMHUPHON MAayTHHBI Mbl HAXOJIUM HYKHYI0 MH(OpMAIUIO, 00IaeMcsi ¢ Ipy3bsiMHu,
y3HAeM IIOCJIEHHE HOBOCTH, COBEPIIIAEM MOKYIIKH U €I1e 04eHb MHOTO Beero. Ho, kak
U3BECTHO, B VIHTEpHETE €CTh HE TOJNBKO MoJie3Hoe. VIHTepHeT /Ui ieTel TauT B cede
MHO>KECTBO OIIACHOCTEM.

CymecTByeT caiTbl MpONAraHAMpyole MOpHOrpaduio, MPOCTUTYLMIO,
HacWIWE, BOMHBI, MEKHALMOHATbHYI0 M PpEIWTHO3HYI0 PO3Hb, YHOTpeOJieHHE
HApKOTHUKOB W ankoroyisi. Takoro pona nHpopMalys MOKET TPaBMHPOBATh NICUXUKY
peOeHKa, BbI3BATH CTPaX, MAHMKY W BHYIIUTh UM YKac. BONBIIMHCTBO B3pOCIBIX,
KOTOpBbIE 3HAKOMBI C VIHTEpHETOM, MOHMMAIOT U OCO3HAIOT 3Ty MpoOIeMy, HO JIMIIb
HEMHOTME M3 HHUX 3HAIOT, KaK IPABWJIBHO 3allUTUTHh JETE OT TAKOro poja
uH(pOpMALIUH.

Hcnonb30BaHne NaHHBIX METOIMYECKUX MAaTEpPUAJIOB JIOJDKHO 3aCTaBUTh
3aymMaTrbcs O O€30MacHOCTU JAETEeH B CETH U BBIACHUTH, YTO MOXKHO M HYKHO
JieNath, 4TOObl BCEMUpPHAs CETh HE CTAaHOBMJIACH BParoM IOHBIX IOJIb30BaTENEH.
Kak, npaBuiio, He BBIPOCIIO €lIe TO MOKOJIEHUE POAUTEIIEH, KOTOPbIE JOCTATOYHO
XOpOLIO OCBEAOMJICHBI O PUCKAX U OINACHOCTAX, KOTOpBIE MOJCTEpEraroT ACTEN
npu pabore B MHutepHere. Metoauueckue pekoMeHnauuu «be3onacHocTs aeTei B
WHuTepHeTe» N0KHBI IOMOYb UM B PEILIEHUH 3TON NpOOIEMBI.

Coaep:xkaHue MeTOIMYECKUX PeKOMeHAau i

1. Onacnoctu UHTepHeTA.

Ha cerogusmmauit nenp WHTEpHET mnpeniaraer HECKOJIbLKO CIOCOOOB
BUPTYaJbHOTO OOIICHUS: COUMalIbHBbIE ceTH, (Gopymbl, [CQ, yaTbl, UHTEpPHET-
JHEBHUKH WK 00T, IcTOuHUKHU TTpoOIieM:

* HexxenarenbHOE cofepKaHue.

* A3apTHBIE UTPBL.

* Bpe1IOHOCHBIE U HEXEIIATENbHBIE ITPOTPAMMBI.

* MOIIEHHUKH, XaKEPHI.

* InTepHeT-3aBUCUMOCTD (BUPTYaAJIbHOE 3aMEIEHUE PEaTbHOCTH )

* CekcyallbHbIE JOMOTATEIbCTBA.

* HexoppekTHOCTb 00I1IEHUS.



* llnTepHeT-XyIuraHsbl.

2. 3amura nereit — pyKOBOJACTBO K [1efiCTBHIO.

CymectByeT 00JIbIIIOE  KOJMYECTBO MPOrPAMMHOTO 0OECIeueHus, C
MOMOIIbI0 KOTOPOTO MOXKHO OCYIIECTBIISITh «POIUTENbCKUI KOHTPOJIBY), MHOTHE
AHTUBUPYCHl UMEIOT ATy (DYHKIMIO B CBOEM apceHaye. PoauTenbCckuii KOHTPOIIh
TaKKe MPEICTaBICH U B caMOi omepannoHHoi cucteme Windows, HO 3TO criacaer
JUIh OTYacTH. Henb3s HaWBHO AyMaTh, 9TO €CIIM Bbl CKavald MPOTpaMMy U3
WurtepHera, npobyiema pemieHa. Bamu aetn ymHee, 4eM Bbl AyMaeTe, OHU JIETKO
MOT'YT 00OWTH Bce mperpaabl U T00uThes cBoero. I[loatomy, mydine ObITH HA IIar
BIIEpE/IH.

IlepBooyepeaHble MIATH I NOBbILIEHUSI 0€30MACHOCTH:

* Perymapro  ckauuBaiiTe  OOHOBICHHS I  MPOTPAMMHOTO
oOecrieueHusl.

*  VYCTaHOBHTE AaHTHBHUPYCHOE ¥ AHTHUINIHOHCKOE TPOTPAMMHOE
o0ecrieyeHue.

*  VYcranoure punbtp (Hanpumep, Martepuer-llenszop).

*  VYcranoBure crnam-puibTp (Hanpumep, B Outlook).

*  He oTKpbIBalTE NMUCEM OT MOJIB30BATEIICH, KOTOPHIX BBl HE 3HAETE.

IIporpammuoe oOecneyenue ot Microsoft st oOecneyeHust
O0e3onacHoctu B UHTepHeTE:

*  Windows7 ¢ (QyHKIMEH  pOAUTENBCKOTO  KOHTpPOds  (BBOJ
OTPaHUYCHHH 110 UTpaM, TTporpaMMaM U IPOBOIUMOMY 32 KOMITBIOTEPOM BPEMS).

* Internet Explorer — Opay3zep ¢ GuIBTpOM, NPEIOTBPAIIAIONIUM
MOIIEHHHYECTBO (TIOMOTAET 3aIUTUTHCS OT CKPBITOM YCTAaHOBKH BPEIOHOCHBIX
nporpamMMm, KOTOpPbIE MOTYT TMOBpPEAUTh, NEpenaTh 3JI0YMBIIUICHHUKAM WM
YHUYTOXXUTH BaIlld JOKYMEHTBI, UCIIOIH30BaTh BaIlld MTEPCOHAIbHBIC JaHHBIC WU
npocto HapymuTh padoty I1K).

AxtuBupyc Microsoft Security Essentials — pemenue mnpotus
mnuoHckux nporpamMm (Pemenue Microsoft® Security Essentials obecneunBaet
BECIUTATHVYIO 3amuty I1K oT BUpycoB, IIMMOHCKOTO U IPYTOro BPEIOHOCHOTO
ITO Ha ocHOBE MEepPeI0BOM TEXHOJIOTUH) U T.J.

Jly4mmii croco0 3a1uThl 1eTeil — NpaBuJbHOE BOCIIMTAHHE.

Hayunte cBoero pebeHka oTau4arh xopouee ot mi10xoro. OObsICHUTE eMy,
KaK cleAyeT BecTH ce0si B TOM wiaM uHOM cutTyauuu. IIpemynpexieH - 3HAUUT
BOOPYIKEH.

*  Ilomoraiite peGeHKY pELIUTh €ro IeTCKUEe MPoOIeMbl, Jaxke €CId OHU
BaM Ka)XyTcs MMyCTAKOBBIMU. OH JOJKEH BCET1a YyBCTBOBATh Bally MOAJECPHKKY.



*  Bce 10, ueMy BBl yunuTe CBOEro peOeHKa, Bbl JOKHBI MOJKPEILISATh
COOCTBEHHBIM ITPUMEPOM, HHAYE OT 00YUEHUS OYyIET MAJIO MOJIb3BI.

e IloMHHuTE, YTO MPABUIBHOE BOCIHUTAHHE - 3aJ0T XOPOIIEro OyIyIIEero
peOeHkKa.

Jnst  maydmiero  B3avMOINIOHMMAHUS W YCTPaHEHUST BO3MOXMKHBIX
HEJIOpa3yMEHU, JIydllle Cpa3y pacCTaBUTh BCE TOYKU Haja «W», YCTAHOBUTh
HEKOTOpbIE OTPaHUYCHHMS JJIi CAMOCTOSITeNIbHOTO Bbhixoja B MHTepHeT. OOcyauTe
3TO C JI€TbMH, YTOObI OHU MOHUMAJIM HEOOXOJIMMOCTh MOI0OHBIX 3aMPETOB, TOTA
BMECTE Bbl 00s3aTEIBHO MOJKETE CHENaTh MPOTyJIKUW pedeHKa B CETH Haubojee
0€30MaCHBIMH.

CocrtaBbTe CNHUCOK MpaBWi pabOThl JeTeid B MHTepHETE U MOMHHTE, YTO
Jdyd4lle TBEPAOE «HET», 4eM HeyBepeHHoe «aa». Ilyctb orpanmyenus OyayT
MUHUMaJbHBI, HO 3aTO JEHCTBOBATH BCEr/ia U 0€3 OrpaHUYeHU.

IIpaBuia noBeaeHus1 NpU N0Jb30BaHuU aeTeil UHTEepHeTOM.

* Ilpuyunmre pgereld mnocemarb TOJIBKO TE CAaWTBL, KOTOpPbIE BbI
Pa3pELIIIN.

*  Hcnonp3yiiTe mporpaMMHBIE CPEACTBA OJIOKHMPOBKH HEXKENATEIBLHOTO
Marepuara.

* Hayuure nereit coBeroBarbCsi ¢ BamMu mnpu pacKkpbeiTUM JIMYHOU
uHdopMaIuu.

*  TpeOyiite oT neteit HUUero He ckauuBath U3 MHTEpHETa 6e3 Bamiero
0J100peHuUs.

*  He pazpemmaiite monp30BaThCsi CPEACTBAMU MIHOBEHHOTO OOMEHa
COOOIICHUSIMU.

*  becenyiite ¢ getbMu 00 ux py3bsix B UHTEpHET.

*  Ilpuyumte nereéi cooOmiath Bam, eciam MX YTO-TO BCTPEBOXKUIIO B

CETH.
*  OOwbscuHure aetsMm, 4to B IHTepHeTe He B nH(OopMalvs paBanBa.
*  Hayuute nereli mpoBepsTh HAWJIEHHYIO WHGMOpPMALUIO MO APYTHM
VCTOYHHMKAM.

*  Hayuure gereii pa3nuyHbIM crioco0am Mmoucka.

. [ToroBopute ¢ AETbMHU O HEJOMYCTUMOCTH BPAXKIbl MEXIY JIFOAbMH U
0 pacusMe, yOenuTe uX yBakaTh BEPOBAHUS JIPYTUX JIFOICH.

. Hcnonb3yiiTe GUIbTPhI, OJOKUPYIOIINE HEXKETATEIBHOE COIepKAHUE.

. Pazbpsacusiite JICTAM HEXXEJIaTEJILHOCTD HUCIIOJIb30BaHUS
HEHOPMATUBHOM JIEKCUKH, TpeOyihTe COOJIIOACHUS ONPEACIICHHOTO JTHKETa U
BEXKJIMBOCTH.



* OrHOocuTeCh K TPOrpaMMHBIM  CpPEACTBAM  3allMTBl  KAaK K
JOTIOJIHUTENIBHBIM 3JIEMEHTAM KOHTPOJIS.

*  IlycTe getu Bcerga MOryT IONpocuTh Bac o momormu.

*  He pa3pemaiite TMYHBIX BCTPEY C HOBBIMHU 3HAKOMBIMH U3 MIHTEpHETA
0e3 Bamero 0100peHus.

*  3ampeTuTe OCTaBJISATh CBOIO JIMUHYIO HHpopMaluto B IHTepHeTe.

KoneuHo ke, HUKTO Tak CHJIBHO HE OTBEYAET 3a 0€30MMacHOCTh JeTeH
B UHTepHeTe, Kak camMu poauTenau. Beap TOJIBKO pOAUTENU MOTYT MOJHOCTHIO
KOHTPOJIMPOBATh CBOUX JETEH.

3. Bospacthble ocodennocTu aereil u UnTepHer.
Jlemu om 6 0o 10 nem:

v'  Ilpuyuwre neTel mocelaTh TOJBKO TE CAWTBI, KOTOphIE Bbl
pa3peIIIIN.

v' Hcnone3yiiTe IpOorpaMMHEIE CPEICTBA OJIOKMPOBKHM HEXKEIATEILHOIO
MaTrepurana.

v'  Hayuwre nereit CoBeTOBaThCS C Bamu MpHW pacKpBITHH JTHYHOM
nHpopMaruu.

v' TpeOyiite oT merTeil HMUYero He ckauusaTh 3 MuTepHera 6e3 Bamero
0JIO0pEHUS.

v’ He paspemaiite B 5TOM BO3pacTe€ IOJB30BATHCA CPEICTBAMM
MTHOBEHHOTO OOMEHa COOOIICHUSIMHU.

v' Becenyiite ¢ 1eTbMH 00 UX APY3bsiX B IHTEpHET.

v Tlpuyuure nereit cooOmars Bam, ecii MX YTO-TO BCTPEBOXKHJIO B
CETH.

Jlemu om 11 0o 13 nem:

v' Cospaiite pebeHKY COOCTBEHHYIO YUETHYIO 3AIMCh C OIPAHUYECHHBIMH
MpaBaMu.

v Ucnone3syiite cpeacTBa GUIBTPAIIMK HEXKETATEILHOTO MaTeprara.

v' HamomuHaiite 1eTsIM 0 KOH(PHUICHIUATLHOCTH JINYHOM HHPOPMAIIHH.

v'  Ilpuyuwre JeTedl chopamiuBarh paspelieHde IMpH  CKAYMBAHHU
nporpamm win ¢aiios u3z UatepHeTa.

v TloowpsiiTe nereit coobiiaTh BaM, ecim UX YTO-TO TPEBOXKUT WM
cmymiaer B UaTepHeTe.

v' Hacrausaiite Ha TOM, YTOOBI IETU MIO3BOJSUIA BaM 3HAKOMUTBCS C UX
AJIEKTPOHHOM IMOYTOM.

v' Pacckaxure JIeTM 00 OTBETCTBEHHOM W JOCTOMHOM IOBEIECHUH B
HNutepnere.



Lemu 6 6o3pacme 14-17 nem:

v' KoHrpoimpyiite, KakKMMH dYaTaMH MW  JOCKaMH  OOBSBICHHI
MOJIb3YIOTCS JAETH.

v' Hacrausaiite, ytoObl Bamu 1eTM HUKOIZa HE COIVIAIAIKNCH HA
JMYHBIE BCTPEYH C ApYy3bsiMU U3 IHTEepHETA.

v' HanomwuHaiite qeTaM 0 KOH(DUIEHIMAILHOCTH HH(POPMAIIHH.

v TloMoTrHuTe MM 3aLIUTUTHCS OT CIIaMa.

v' Tlpemocreperure Bammx nereil or ucnoias3oBanus VHTepHETa UIs
XYJUTaHCTBA.

v' Y6enurech, 4TO MOIPOCTKH COBETYIOTCS ¢ Bamu mepet MOoKyImKoi viin
npojaaxeit uero ubo yepes UHTEpHET.

v' O6cyauTe ¢ MOAPOCTKAMH a3apTHBIE UTPHI K KX BO3MOKHBIM PUCK.

4. Kak uzoexarb npodjieM, CBA3aHHbIX ¢ HMTPOBBIMHU caiTamn?

He cekper, yTo netm 000KalOT WUIPhbl, & COBPEMEHHBIE JETH O000KAIOT
urpatb B cetu Mutepuer. Ho Oy»xnas no MHTepHETYy, OHU JIETKO MOTYT ITONAcTh U
Ha CepBeEp C a3apTHBIMU UTPAMH.

3aKOH pa3pelaeT i HECOBEPILIEHHOJIETHUX OOJIBIIMHCTBO UTP, HO 3TO HE
Kacaercsi urp Ha JeHbr'n. COOCTBEHHO, HCHOJb30BAaHUE [JEHET U SBISAETCS
Pa3HULIEH MEXIAYy TEMHU CauTaMHU C a3apTHBIMU UIPAMU U CaWTaMU, IJI€ IPOCTO
urpator. Ha mocnegHux B KadecTBe pa3BICUEHHUs NpeIaraloTcs Ha BBIOOD
apKaJpl, CIIOBECHBIE WIPHI, TOJOBOJIOMKH. [[OOMIPUTENBHBIM MOMEHTOM Tam
SBJIIETCS] HAUMCIIEHUE OYKOB Wi OaiutoB. HeT Tpatkl neHer.

IIpaBna, ecTh CalThl, II€ BMECTO PEAIBHBIX JEHET UCIIOIB3YIOTCS UTPOBBIE,
HO OHM HE MEHEE ONacHbl, YE€M CaWTbl C WIPAMU Ha [JEHbIU, TaK Kak
BbIpa0aThIBAIOT MIPUBBIUKY UTPaTh Ha J€HBIM BOOOIIE U IPOBOIMPYIOT a3apT.

Kontpoas urp. Kak u3zdexarb mnpodsaeM, CBSI3aHHBIX C HIPOBBIMH
caiitamu?

KoHTposib Urp AOMKHBI ~ OCYIIECTBISATH  POAUTENH, OOCYAUTH,

KaKHe KaHPbI UTp TMPEANOYTUTENbHBI (HAampUMep, CTPATeTuud WU
maxmarbl). HemanoBakeH Takod (hakTop, Kak KOJHMYECTBO YUYAaCTHUKOB — HE
0053aTENBHO UTPATh C KEM-TO, MOKHO U OJTHOMY.

PerynsapHO He TOJIBKO HAIIOMMHANTE JIE€TSAM, YTO HA JIEHBI'M UI'PATh HENb34,
HO U MocTapaiiTecb 000CHOBATh 3TOT 3ampeT. Tak Kak HauyyIlas 3aiuTa peoeHKa
OT UTP HA JICHbI'M — 3TO €ro cOOCTBEHHOE MOHUMaHHe Bcei onacHOCTU. OOBsCHUTE
JIETSIM, YTO BBIMTPBIII TaKUX CAMTOB MHOrO OOJIbIIE, YEM MPOUTPHIII, UHAYE OHU
OBl TPOCTO HE CYILIECTBOBAJIH.

KoHTpO/Ib MI'P MOKET CIIacTH Bac OT A0JII0B.



Hcnonb3oBaHne HOMEpPOB BalllUX KPEIUTHBIX KapT ©Oe3 Baliero
paspeiieHust T0JDKHO CTaTh IS JieTel Taly, a caMH «KPEIUTKU» HAXOIUTHCS B
HEJOCTYITHOM MecTe. Beap HEKOTOphle BHIbl KApTOYEK MPEANoJiarator
BO3MOYKHOCTb KPEIUTOBAHHUSI, & 3TO MOXET CIPOBOLUPOBATH MOSBICHHUE JTOJITOB.

K yemy MoryT npuBecTH Mrpbl Ha AeHbIU?

BaxxHo oOBSCHUTH PEOEHKY, YTO WUIPbl Ha JIEHBI'M MOTYT NPHUBOJUTH K
3aBUCUMOCTH, KOTOPOW OYE€Hb TPYAHO CONPOTUBIATHCS JlaXK€ B3POCIBIM.
3aBUCUMOCTh — KakK IepBOE BpeMsi OECCUMITOMHO, TSKEJIO IpOoTeKarouas
007e3Hb, KOTOpasi YacTO CTAaHOBHUTCS XpoHWYeckoil. Bo m3bexaHue 3TOro yarie
oOpaiaiiTe BHUIMaHHE Ha KPYT MHTEPECOB BallIETO peOCHKA.

NutepHeT sABISIETCSs NPEKPACHBIM HCTOYHUKOM JUIsi HOBBIX 3HaHMUI,
nomoraer B yuebe, 3aHuMaeT gocyr. Ho B To ke Bpemsi, CeTb TauT B ce0€ MHOTO
ornacHocTel. O05A3aTeNbHO HYKHO MOTOBOPUTH C JIE€TbMHU, OOBSCHUTH, YTO MOTYT
BO3HMKATh PA3JIMYHbIC HEMPUATHBIC CUTYallUHU U TO, KaK U3 HUX JYUYIIUM 00pa3oMm
BbIX0AUTh. [lomHMTE, uTO Oe€3omacHOCTh Bamux naeredl B Mutepuere, Ha 90%
3aBUCHT OT POJUTEIIEH.



